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Audit attestation 1705/23-1, issued to Disig, a.s.

d) technical knowledge of the activity to be audited;
e) general knowledge of regulatory requirements relevant to TSPs; and
f) knowledge of security policies and controls.

¢ Types of professional experience and practical audit experience:
The CAB ensures, that its personnel performing audits maintains competence on the
basis of appropriate education, training or experience; that all relevant experience is
current and prior to assuming responsibility for performing as an auditor, the candidate
has gained experience in the entire process of CA/TSP auditing. This experience shall
have been gained by participating under supervision of lead auditors in a minimum of
four TSP audits for a total of at least 20 days, including documentation review, on-site
audit and audit reporting.

¢ Additional qualification and experience Lead Auditor:
On top of what is required for team members (see above), the Lead Auditor
a) has acted as auditor in at least three complete TSP audits;
b) has adequate knowledge and attributes to manage the audit process; and
¢) has the competence to communicate effectively, both orally and in writing.

¢ Special skills or qualifications employed throughout audit:
none.

¢ Special Credentials, Designations, or Certifications:
All members are qualified and registered assessors within the accredited CAB.

¢ Auditors code of conduct incl. independence staternent:
Code of Conduct as of Annex A, ETSI EN 319 403 or ETSI EN 319 403-1 respectively.

Identification and qualification of the reviewer performing audit quality management

¢ Number of Reviewers/Audit Quality Managers involved independent from the audit
team: 1

¢ The reviewer fulfils the requirements as described for the Audit Team Members above
and has acted as an auditor in at least three complete CA/TSP audits.

Identification of the Disig, a.s., Zahradnicka 151, Bratislava, Slovakia
CA/Trust Service registered under company registration 35 975 946
Provider (TSP):

Type of audit: [0 Point in time audit

U] Period of time, after x month of CA operation
Period of time, full audit

Audit Period covered | 2022-04-23 to 2023-04-21
for all policies:

Point in time date: none, as audit was pot audit
Audit dates: 2023-04-21 to 2023-04-21 (on-site)
Audit Location: Disig, a.s., Zahradnicka 151, Bratislava, Slovakia

This attestation is based on the template version 3.0 as of 2023-02-20, that was approved for use by ACAB-c.
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Audit attestation 1705/23-1, issued to Disig, a.s.

Root 1: &CA_Disig_Root_R2

Standards European Standards:

considered: ETSI EN 319 411-2, V2.4.1 (2021-11)
ETSI EN 319 411-1, V1.3.1 (2021-05)
X ETSI EN 319 401, V2.3.1 (2021-05)

CA Browser Forum Requirements:
] EV SSL Certificate Guidelines, version 1
X Baseline Requirements, version 1.8.7

Browser Policy Requirements:

X Apple Root Certificate Program (2022-1i
Chrome Root Program (2023-01-06)
Microsoft Trusted Root Program (2021-
Mozilla Root Store Policy, version 2.8.1

For the Trust Service Provider Conformity /
(1 ETSI EN 319403 V2.2.2 (2015-08)
ETSI EN 319 403-1 VV2.3.1 (2020-06)
ETSI TS 119 403-2 V1.3.1 (2023-03)

The full annual audit was based on the following policy and practice
the CA/ TSP:

1. Certificate Policy, version 5.8, as of 2023-04-20
2. Certificate Practice Statement Part. Registration Authority, v«
01

Findings with regard to ETSI EN 319 401:

None.

Findings with regard to ETSI EN 319 411-1:

None.

Findings with regard to ETSI EN 319 411-2:

None.

This attestation is based on the template version 3.0 as of 2023-02-20, that was ¢
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Audit Attestation Disig 17056/22-1

Distinguished Name

SHA-256 fingerprint

Applied policy
and OID

Complete subject DN:

CN = CA Disig Root R2, O = Disiga.s., C
= 8K

SHA-256 fingerprint of the certificate:

E23D4A036D7E70ESFS95B1422079D2B91EDFEB1FB651AOG33EAABAIDCSFB0703

ETSI EN policy that this Root has been
assessed against

ETSI EN 319 411-1 V1.3.1,
LCP, OVCP, NCP

ETSI EN 319 411-2 V2.4.1,
QCP-n, QCP-|

Table 1: Root-CA in scope of the audit

The TSP named the Sub-CAs that have been issued by the aforementioned Root-CA, that are listed in the following table and that have been covered

in this audit.
Distinguished Name SHA-256 fingerprint Applied policy OID EKU
C = SK, L = Bratislava, O = Disig a.s., CN | CO96F24C45113FD91AE2FOE40E106653BF AOFFBCFAQ7E209524C844E7C8DA4148 ETSI EN 319 411-1 V1.3.1 | not defined
= CA Disig R2I2 Certification Service LCP, OVCP, NCP
ETSI EN 319 411-2V2.41,
QCP-n, QCP-|
C = 8K, L = Bratislava, O = Disig a.s., CN | 239FFA86D71033BA255914782057D87E8421AEDD5910B786928B56A1248C3E341 ETSI EN 319 411-1 V1.3.1 | not defined

= CA Disig R2I3 Certification Service

LCP, OVCP, NCP
ETSI EN 319 411-2V2.4.1
QCP-n, QCP-

C = 8K, L = Bratislava, O = Disig a.s., CN
= CA Disig R2I5 Certification Service

90BA720B376FBOFDCFB8A1037AS316FB493BSACFE56AD79CE6839008EBD43343FDD

ETSI EN 319 411-1 V1.3.1
LCP, OVCP, NCP

ETSI EN 319 411-2V2.4.1
QCP-n, QCP-|

emailProtection
clientAuth
ocspSigning

Table 2: Sub-CA’s issued by the Root-CA or its Sub-CA’s in scope of the audit

This attestation is based on the template version 3.0 as of 2023-02-20, that was approved for use by ACAB-c.




Audit Attestation Disig 1705/22-1

Modifications record

Version

Version 1 21

End of the audit attestation lett

This attestation is based on the templat



